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CYBERCRIME	  THREATS	  -‐	  MEMBER	  STATES	  VIEWS	  	  
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Computer-‐related	  produc4on,	  distribu4on	  or	  possession	  of	  child	  
pornography	  
Computer-‐related	  acts	  causing	  personal	  harm	  

Computer-‐related	  solicita4on	  or	  ‘grooming’	  of	  children	  

Computer-‐related	  iden4ty	  offences	  

Breach	  of	  privacy	  or	  data	  protec4on	  measures	  

Computer-‐related	  acts	  in	  support	  of	  terrorism	  offences	  

Computer-‐related	  fraud	  and	  forgery	  

Sending	  or	  controlling	  sending	  of	  SPAM	  

Computer-‐related	  copyright	  and	  trademark	  offences	  

Produc4on,	  distribu4on	  or	  possession	  of	  computer	  misuse	  tools	  

Illegal	  access,	  intercep4on	  or	  acquisi4on	  of	  computer	  data	  
United	  Na4ons	  Office	  on	  Drugs	  and	  Crime	  –	  Comprehensive	  Study	  on	  Cybercrime	  Report	  2013	  
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LEA’S	  TRAINING	  –	  EU	  STATUS	  
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STIMULATING	  LEARNING	  &	  TRAINING	  
•  Learning	  is	  promoted	  when*:	  	  	  

•  learners	   are	   engaged	   in	   solving	   real-‐world	  
problems	  

•  exis4ng	   knowledge	   is	   ac4vated	   as	   a	   founda4on	  

for	  new	  knowledge	  

•  new	  knowledge	  is	  demonstrated	  to	  the	  learner	  

•  new	  knowledge	  is	  applied	  by	  the	  learner	  

•  new	   knowledge	   is	   integrated	   into	   the	   learner’s	  

world	  

PROBLEM	  

ACTIVATION	  INTEGRATION	  

APPLICATION	   DEMONSTRATION	  

*(Merrill,	  2002)	  	  



5	  

CYBERCRIME	  TRAINING	  REQUIREMENTS	  
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Evidence	  

Kn
ow

le
dg
e	  
Le
ve
l	  

Audience	  Level	   Law	  Enforcement	  Training	  Strategy	  -‐	  Data	  Protec4on	  and	  Cybercrime	  
Division,	   Directorate	   General	   of	   Human	   Rights	   and	   Rule	   of	   Law,	  
Council	  of	  Europe	  
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SERIOUS	  GAMES	  &	  ASYNCHRONOUS	  TRAINING	  

“Any	  meaningful	  use	  of	  computerized	  game/game	  industry	  resources	  
whose	  chief	  mission	  is	  not	  entertainment”	  (Sawyer,	  2007)	  

Images	  taken	  from	  www.futuremakingseriousgames.us	  
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REQUIRED	  CHARACTERISTICS	  

•  Automa4c	  ,	  non-‐linear	  scenario	  crea4on	  

•  replay	  able	  and	  adap4ve	  with	  mul4ple	  outcomes	  

•  depending	  on	  the	  trainee’s	  performance	  assessment	  in	  real-‐4me.	  	  

•  Engagement,	  interac4vity,	  immersion	  and	  ac4ve	  par4cipa4on.	  	  

•  Fully-‐immersive	  user	  interfaces	  enabling	  mixed-‐reality	  single-‐person	  and	  coopera4ve	  team-‐based	  training	  experiences.	  	  

•  Provide	  flexibility	  in	  training	  users	  on	  the	  currently	  available	  systems,	  	  

•  accommoda4ng	  emerging	  technologies	  seamlessly	  

•  Provide	  a	  realis4c	  team	  experience.	  	  

•  The	  en4re	  chain	  of	  command	  should	  be	  able	  to	  par4cipate	  in	  gaming	  sessions	  	  

•  Real	  4me	  summa4ve	  feedback,	  deep	  diagnos4cs	  and	  measurement	  func4onality.	  	  
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SERIOUS	  GAMES	  IMPLEMENTATION	  CHALLENGES	  	  

Serious	  
Games	  

Development	  

Why	  Use	  Serious	  
Games	  

• Jus4fy	  the	  Topic	  
• Iden4fy	  Instruc4onal	  
Problems	  

• Describe	  what	  a	  Serious	  
Game	  can	  Provide	  

Learning	  
• Embed	  Enhanced	  Learning	  
Experience	  

• Prove	  Learning	  
Effec4veness	  

Assessment	  
• Wide	  Range	  of	  Scenarios	  
• Measuring	  Abstract	  Skills	  

Development	  
• Engine	  Selec4on	  
• Fidelity	  
• Dialogue	  System	  
• Assets	  

BinSubaih	  et	  al.,	  2009	  	  
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KEMEA’S	  RESEARCH	  EFFORTS	  

	  
DG	  Home	  Affairs	  	  

Preven4on	  of	  and	  Fight	  against	  Crime	  (ISEC)	  
HOME/2011/ISEC/AG/INT/4000002166	  

	  
www.cybercc.gr	  

	  

7th	  Framework	  Programme	  
SEC-‐2013.7.6-‐1	  

608303	  
	  

www.leila_project.eu	  
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CONCLUSIONS	  

•  Change	  the	  nature	  of	  training	  and	  e-‐learning	  	  
•  The	  power	  of	  new	  knowledge	  diffusion	  methods	  

•  Promote	  Coopera4on,	  Collabora4on	  &	  Exchange	  of	  Knowledge	  
•  Regional,	  Na4onal,	  European	  &	  Interna4onal	  Level	  

•  Serious	  Games	  =	  Serious	  Goals	  
•  Determine	  specific	  targets	  that	  we	  want	  to	  reach	  
•  Understand	  the	  training	  needs	  of	  the	  target	  group	  	  
•  Design	  &	  Develop	  mo4va4ng	  	  educa4onal	  experiences	  
•  Iden4fy	  applicable	  evalua4on	  metrics	  
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