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Introduction

This document details the creation of the public GCC website which is the
main objective of Task WP1.3 of the project. The GCC website can be ac-
cessed from http://www.cybercc.gr/.

This website is the third task of the Project Management Workpackage
(WP1) and has the objective to maximize the impact of the project. Its main
goal is to make all project activities and results visible and accessible to
the Greek stakeholders community. In addition, we also aim to make GCC
contributions accessible to international stakeholders. In order to achieve
these goals, the site is bilingual, with content delivered both in Greek and
English. Additionally, with the integration of social networking features to
the website we hope to be able to extend our reach to the wider cyber-
forensics community and general public as well.

More specifically, with the public GCC website we aim to:
* create a major on-line dissemination mechanism for the project.

* inform and mobilize the Greek constituency in the area of cybercrime
investigation.

* make available the courses and training material created by the project.

* spread the excellence between the Greek Cybercrime Center and similar
transnational projects, such as 2CENTRE! and B-CCENTREZ.

12CENTRE is the European Cybercrime Centres of Excellence Network: http://www.
2centre.eu/

2B-CCENTRE is the Belgian Cybercrime Centre of Excellence for Training, Research &
Education: http://www.b-ccentre.be/


http://www.cybercc.gr/
http://www.2centre.eu/
http://www.2centre.eu/
http://www.b-ccentre.be/

CHAPTER 1. INTRODUCTION

1.1 Document outline

In the following Chapters, we will describe the GCC website as it was at
the time of delivery of this document. In Chapter 2 (page 11) we initially
present the content and features of the GCC website and then describe how
the website can be updated using a web browser.

Next, in Chapter 3 (page 27) we describe the tools used to create the
website and why we chose them. We also briefly present the principles that
the site is based on and the web standards that the GCC website adheres to.
Closing the chapter we present the hardware and network infrastructure we
use to run the site.

Finally, in Chapter 4 (page 31) we summarize the website setup and
outline possible future additions and enhancements. These are content and
features that are can be added at any time through the course of the project
to help the website to better serve its purpose.
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Website contents and update

2.1 GCC website timeline

2.1.1 Logo and domain

In the e-mail discussion preceding the kick-off project meeting, it was de-
cided to use the domain cybercc.gr for the activities of the project. Also,
the consortium had chosen the project logo from several designs drafted
by Michalis Polychronakis of FORTH. The selected logo can be seen in Fig-
ure 2.1. The main arguments in favor of this design were its minimalistic
design and the overall clear-cut rendering which make it suitable for all envi-
sioned uses (website, printed material, t-shirts etc.).

GREEK
CYBERCRIME
CENTER

N

Figure 2.1: The official GCC logo.

At the time of the meeting a website was already responding on http:
//www.cybercc.gr/, displaying a placeholder page (Figure 2.2) with the project
logo. The placeholder page was displayed through the development and
setup of the website.

11
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Figure 2.2: The GCC placeholder page.
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The main issue that this project will address is the establishment of a cyber crime centre of excellence in Greece, which will not only serve the Greek

Constituency, but it will also serve as a beacon for the broader geographical region as well; a region in dire need for such a centre. Indeed, published
results suggest that the European South (and more specifically South East) regions present more opportunities for the development of cybercrime activities.
For example, recent reports from Microsoft suggest that computers in Greece are almost three times as likely to be infected (and thus used as a vehicle for
cyber crime activities) as the computers in North Europe (www.microsoft comisecurity/siridefault aspx). Indeed, these reports suggest that as many as 1.4% of
the scanned Greek computers were found infected, while only 0.5% of the computers in Belgium and the Netherlands were found infected. Unfortunately
similar trends exist in scamiphishing campaigns as well. For example, reports by the Antiphish group suggest that as many as 0.0036% of the registered
Greek sites are phishing sites, while the relevant percentage norther European countries are much smaller: 35 times smaller for the Netherlands and 2.2

times smaller for Belgium hishi - _1H2010.paf). It seems therefore, that Greece ranks very high in reported
metrics related to cybercrime infrastructure support and thus, it would significantly benefit from advancements in cyber crime training, research, and education
as it is the people who are close to the cybercrime infrastructure that are called first to deal with an incident. The proposed centre () will advance cyber
crime training and University education in Greece, (i) will improve research in focused areas of cyber crime such as botnets and cyberattacks, (ii) will closely

collaborate with similar projects so as to maximize the uptake of the resulls and minimize re-use of work and (iv) increase awareness.

Figure 2.3: GCC draft website template.
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2.2. PUBLIC WEBSITE SECTIONS

2.1.2 Template development

At the project kick-of meeting, on February 1, 2013, a draft design for the
template of the website was presented (see Figure 2.3). The development
of the template had been commissioned by FORTH to an external company.
It was decided to request two additional templates, for a total of three to
select from.

2.1.3 Website setup

The first version of the template chosen by the consortium was delivered on
March 11. The consortium provided some feedback to the designers while
at the same time worked on setting up (see Section 3.2) and integrating
the template with Django-CMS. The fact that the site will be bilingual (En-
glish/Greek) made the setup process slightly more complicated than what
was initially expected. The GCC website was finally launched on April 8,
2013.

2.2 Public website sections

In this section we will briefly present the current sections of the GCC web-
site. At this point of time, the main goal of the website is to provide in-
formation on the Greek Cybercrime Center and its goals while facilitating
interested parties to get in touch with the project.

Of course, the website will be a work-in-progress throughout the du-
ration of the project. We will later be adding information about GCC-
organised events, as well as talks and public training courses.

2.2.1 Home Section

The primary goal of the Home sec-

tion is to provide a quick overview \:f_!;lm

of the Greek Cybercrime Center.

Since this is the default landing _
page of the website, it also provides

the latest news of the project.

A screenshot of the English and Greek versions of the Home section can
be seen on Figure 2.4'. We can see that Home section uses a two-column lay-
out. The larger left part is used to provide the overview of the project. The
right part of the layout is used to show the latest GCC news. The displayed
news are obtained real-time from the Greek Cybercrime Center Twitter feed.

For the following sections we will be displaying only screenshots of the English version
of the sections.
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CHAPTER 2. WEBSITE CONTENTS AND UPDATE

More information on the Twitter integration to the website can be found
later in Section 2.4.

2.2.2 News Section

The News section (Figure 2.5) dis-

plays an extended list of news \_‘_3:':1‘“

item compared to Home section list.

Again, the items are pulled in real- -_
time from the Greek Cybercrime

CenterTwitter feed. Any announce-

ments about project events, talks, training and university courses will be
displayed here.

Using Twitter for news announcements is very convenient because of
the low startup overhead of the solution. However, it also places stringent
limits to the length of our announcements®. To overcome this limitation, we
plan to eventually replace the News section with a blog-like news solution,
as described in Section 4.1. Twitter feed however will remain on display at
Home section.

2.2.3 About Section

The About section (Figure 2.6) pro-

vides general information about the \_‘f_!_i'm

Greek Cybercrime Center. It con-

tains the objectives of the project as ._
well as a brief summary of our work

plan.

2.2.4 Partners Section

The Partners page (Figure 2.7)
presents the profiles of the GCC
consortium members, aiming to
present them at website visitors.
For each partner a general organi-

CENTER
zation overview is provided which ‘

is followed by details on their GCC- The“rtuu m

related activities. Next to each part-

ner’s profile their logo is displayed.

2.2.5 Contact us Section

“Tweets may contain up to 140 characters.
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2.2. PUBLIC WEBSITE SECTIONS
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Figure 2.4: Website home page - English and Greek versions.
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CHAPTER 2. WEBSITE CONTENTS AND UPDATE

Greek Cybercrime Center: News

hitps:/ /wwew cybercc.gr/en/ news

Google

GCC news ke o
¥ et 0
*Our news on Twitter (o
« about 4 days ago we said, RT @medina_manel: ENISA info film - Everything is connected http://t.co
IKKYhMI7dxg
+ about 6 days ago we said, Follow the Greek Cybercrime Center on Twter!

Figure 2.5: News section.

Greek Cybercrime Center: About

w.cyberce.gr/en/about/ & | (B~ Google

www.cybercc.gr

N—

D<=
The Greek Cybercrime Center e 2

 Tweet
The Greek Cybercrime Genter (GCC) is part of an emerging coordinated European effort which has the ., -,
capacity o significantly improve, if not revolutionize, education and research in the newly growing area of
cybercrime. We believe that GCC, as a national project, searnlessly complements transmational projects such

as 2CENTRE (The Cybercrime Centres of Excellence Network), and B-CCENTRE.

On a national level, we believe that GCC will directly benefit the local LEAS to fight cybercrime. Greece ranks very high in reported
metrics related to cybercrime infrastructure support. Thus the local LEAS are often called first to deal with cybercrime incidents and
would significantly benefit from advancements in cyber crime training, research, and education.

*Our objectives
The objectives of GCC are to
1. advance cyber crime training and University education in Greece
2. improve research in focused areas of cyber crime such as botnets and cyberattacks
3, mobilize the Greek constituency in the area of cyber crime
4. collaborate with similar centres o as to maximize the uptake of the results

-our plan
In the context of GCC we plan to develop a two-pronged cybercrime training and education program:

« Onthe one hand, a set of University courses will be developed which will improve the cybercrime understanding for a new
generation of scientists and law students.
« Onthe other hand, a set of short-term highly-focused training courses wil target existing LEA personnel and employees of
the industry in order to improve their understanding of cybercrime and improve their day-to-day response.
At the same time, capitalizing on the excellent research record of our consortium, GCC will become a centre of excellence in the
area of cybercrime research. GCC anticipates to combine expertise of national industry, academia and law enforcement in order to
promote the state-of-the-art in cybercrime investigation,

Figure 2.6: About section.
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2.2. PUBLIC WEBSITE SECTIONS

8 0 6

) @ hitps:/Jwww.cybercc.gr/en/about/partners/

www.cybercc.gr

(G

N—

The GCC consortium Tl

GCC has assembled a unique set of Greek participants, leaders in their field not only at @ national but at a 1.,
European level as well. FORTH, the applicant and manager of the project, has been performing cutting-edge.

research in the area of cyber securiy, publishing in top venues, and leaing (or participating in) several cyber

securityfforensics related projects. SafeNet, the Greek sef-regulatory body for the Intemet content, has been a leading figure in
the area of Safer Internet, playing & leading role not only in Greece but in European Organizations as well. AUTH, the largest
University in Greece, through its law school, has been in the forefront of exploring the interaction between law and ICT. Finally.
KEMEA, the Center of the Ministry of Public Order and Ciizen Protection authorized 1o participate in EU projects will involve the
Law Enforcement Agencies and Public Sector of Greece and Organizes their lraining seminars.

Eollowing, are the detailed profies of the GCC CONSOMLM parners.

*FORTH-ICS

The Foundation for Research and Technology « Hellas (FORTH) is the largest Greek State Research and
Development Center. It consists of seven Institutes; the Institute of Computer Science (ICS) is one of them.
In ts tweniy-year history, FORTH-ICS has established itself as an internationally known and highly
Competitive research instiute, with modern infrastructure and a broad range of research, development, and
educational activities in computer science, computer engineering and in communications. FORTH-ICS is
staffed by approimately: 25 PR.D's, 70 engineers, S0 graduate student research assistans and 50
undergraduate student trainees.

FORTH participates to GCC through its Distributed Computing System Lab (DCS). For the past decade DCS has been a European
leader in the area of Interet Security, cyber aftacks, and Intrusion Detection Systems by publishing papers, leading high-profile
research projects, and contributing to shaping the European policy in the area. Two particularly successful projects where the DCS
Iab has been involved are NoAH, a pilot European cyber security Infrastructure composed on afined honeypots, and LOBSTER, a
European Infrastructure for detecting performance incidents and cyber atiacks. Recendy, DCS has been the founder and is curently
the leader of SysSec: the European Network of Excellence in Emerping threats and Vulnerabiltes for the Future Intermet

*SafeNet
Safenet is the Greek self regulatory body for the Internet content. Safenet's mission is to promote:
self regulatory procedures for the safer use of the Intemet, so as to protect children from being
exploited by sites of indecent content (pomographic, violent, racist). Safenet is a non profit

organization supported by Greek Intemet ISPs ((FORTHNET, OTEnet, HOL. GRNET etc) to help insure that chidren surf the
internet safely. Safenet is a founding member of SafeLine, the Greek hotline for ilegal internet content.

*AUTH-LEPS
Faculty of Law e Law Schooiof the Faculy of Law, Economie and Poltial Seences of the Artote Universy
Economic . ©f Thessalonik, with is rich history, imporiant contibuiions 1o Greek legal culture and select
& Political  academic siaf, sims to provide young people with a comprefensive education in he science of
Sciences. law and mature researchers with opportunities for further research and specialzation in various
branches and sectors of this science. In this way it aspires to provide society with reliable interpreters and implementers of the law,
responsible profes l , and, above all, useful and red champions of the: law.

*KEMEA

The Center for Security Studies (KEMEA) has been established s the Greek Ministry's of Public
Order and Ciiizen's Protection think tank on security policies. KEMEA s a sdentiic, consulting and

Figure 2.7: Partners section.
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CHAPTER 2. WEBSITE CONTENTS AND UPDATE

The Contact us page (Figure 2.8)
contains a contact form allowing
visitors to contact project consor-
tium us and submit comments,
questions or suggestions on Greek
Cybercrime Center. The email ad- Con
dress of the visitor is required in or-
der to send feedback.

We opted for a contact form, instead of publishing a contact email ad-
dress, in order to avoid having our email address harvested and spammed
through the course of the project. As an additional anti-spam measure, the
form is protected by a CAPTCHAS.

@00 Creek Cybercrime Center: Contact us W

() @ ritos: Fwnw-cyberce.g/en/about contact-us/ c |(B- coogle Q) (8] (@] [+ [%-] (@

f(g‘:'..&..... 0o
S— 3=

Contact us

Please il e following form to Send us your Comments, questions o suggestons.

Figure 2.8: GCC contact form.

2.3 Website Private Area

The private area of the website is intended as a platform that will help the
partners synchronize their actions and collaborate.

3http://en.wikipedia.org/wiki/ CAPTCHA
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2.3. WEBSITE PRIVATE AREA

During the writing of the project proposal, the consortium collaborated
using the Subversion version control system [8]. Subversion (SVN) proved
very convenient for making concurrent edits to consortium shared files. Ad-
ditionally, many partners already had login credentials for the shared SVN
repository. For these reasons and in order to avoid fragmentation it was
decided to stick with the exclusive use of the Greek Cybercrime Center SVN
Repository as a collaboration platform.

However, because a Subversion client may not always be available, it
was decided to integrate access to the repository in the Greek Cybercrime
Center website. The Private Area of the Greek Cybercrime Center website
is the web front-end to the Greek Cybercrime Center SVN Repository and is
shown in Figure 2.9.

e0eo [gec] Index of [WP2-Dissemination &

w@/w @ hitps://139.91.90.202 /viewvc/gee/WP2-Dissemination / c | (B~ coogle ) (&[] [+ ] [3¢ ] (@]
{[gcc]/WP2-Dissemination Logged in as: mstamat
. . . -
Index of /WP2-Dissemination viewve
Files shown: 3
Directory revision: 268 (of 268)
Sticky Revision: Set.
File « Rev. Age Author Last log entry
_Parent Directory
@ _cybercewww/ 268 101 mstamat tweaked teaser template
seconds
& logo/ 265 2 hours mstamat more logos
N} presentations/ 242 4weeks mstamat added documents from attachments updated action
points
@ stock-photos/ 244 4weeks mstamat added purchased photos
4 templates/ 256 3days mstamat separate wsgi script for development web server
added html templates for future ...
E 170 4 months markatos added acks
akes in papers and publications.doex
= gee-web-requirements.docx 191 2months mstamat fixed numbering
= gec-web-requirements.pdf 191 2months mstamat fixed numbering
Download GNU tarball
mstamat@ics. forth.gr ViewVC Help
Powered by ViewVC 1.2-dev

Figure 2.9: Private Area.

The Private Area gives the partners read-only access to all revisions of
the project files. Most of the Subversion read-only operations, like showing
the differences between text files (svn diff), showing who contributed each
line of a text file (svn blame) etc, are also supported. It also provides the
capability to collectively download all the files of a directory in the GNU tar
archive format.
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CHAPTER 2. WEBSITE CONTENTS AND UPDATE

2.4 Integration with Social Networks

Social networks[17] can be seen as electronic aggregators of someone’s per-
sonal interests and provide a fairly easy way to subscribe/unsubscribe to
various information sources. For this reason, social networking plays an in-
creasingly important role in the dissemination of all kind of information. On
the other hand, the traditional mailing lists are much more cumbersome to
subscribe/unsubscribe and have been regularly associated with spam. As a
result, in the recent years many people have become quite wary towards
joining mailing lists, e.g., to receive Greek Cybercrime Center news, while
on the other hand they are quite comfortable with using a social network to
receive exactly the same news.

Additionally, notifications received through social networks could be
seen as the electronic equivalent of word of mouth. E.g., if a user receives
a notification that a colleague of his “likes” GCC, he will probably consider
finding out more about the project. This makes social networks a notably
good medium for the dissemination of information.

For these reasons, the GCC consortium decided to explore the use of
social networking as a dissemination medium complementary to its dissem-
ination mailing list. Towards this ends, a GCC presence was established in
two of the most popular social networks: Facebook and Twitter.

2.4.1 Twitter presence

Twitter[15] is social networking microblog that enables users to communi-
cate with short messages called tweets. Users are able to “follow” other users
which results in the tweets of the followed user being displayed in their
personal message feed.

The Twitter profile of the Greek Cybercrime Center* can be seen on Fig-
ure 2.10. It has been integrated to the website in the form of the news feed
of the Home section (Figure 2.4). Twitter is also used to produce the RSS
feed of the website. RSS feeds can be used to deliver timely information to
interested parties and let them continue using the RSS aggregator of their
choice.

2.4.2 Facebook presence

Facebook[4] is the most popular social network site and website. It was
launched in February 2004. Facebook is much more complex than Twitter
as it works as a social platform that allows many independently developed
applications to run. Its richer content makes it appealing to a much larger
audience. As a result, by mid 2012 Facebook had more than 1 billion active
users.

* Our Twitter profile can be accessed on http://twitter.com/CyberccGR
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Figure 2.10: GCC Twitter page.
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Figure 2.11: GCC Facebook page.
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The much larger potential audience in Facebook led to the consortium’s
decision to also establish a Greek Cybercrime Center presence there. As a
result, a Greek Cybercrime Center page was created on Facebook® which
can be be seen on Figure 2.11.

2.4.3 Social icons

To make easy for visitors to “socially” interact with us, we have added social
networking icons to all the pages of the website. The location of these icons
can be seen in Figure 2.12. The top and bottom icons lead to our our social
media pages and RSS feed. More important, the icons at the beginning of
each page’s content enable visitors to easily share the content with their
social network contacts.

CENTER

The Greek Cybercrime Center

The Greek Cybercrime Center (GCC) is part of an emerging coordinated European effort which has the
capacity to significantly improve, if not revolutionize, education and research in the newly growing area &F

4 PR e GO s g et gy mplgenisgangguiong woges 3 4 4 4 4 p 4

Eiike < 2
W Tweet | 0

g+l 0

area of cybercrime research. GCC anucipates to coinbine experu.se of nationzs industry, academia and kaw emorcerentin order to
promote the state-of-the-art in cybercrime investigation.

Figure 2.12: Social networking icons.

2.5 Updating the Website

The contents of the Greek Cybercrime Center website can be easily updated
using a web browser. This feature is provided by the CMS we use. After
successful authentication, the website editor is presented with the Site Ad-
ministration Panel shown in Figure 2.13(a). Through this panel all of the
website’s modules can be configured.

> Our Facebook page can be accessed on http://www.facebook.com /CyberccGR
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(a) Site administration panel. Highlighted is the section of the CMS mod-
ule, which is used to edit content.
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(b) Page hierarchy panel. The pages can be rearranged by dragging them
and dropping them on their new location in the hierarchy tree.

Figure 2.13: Updating the Greek Cybercrime Center website
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The contents of the site are updated through the CMS module which ap-
pears highlighted. Following the Pages link, the page hierarchy panel (shown
in Figure 2.13(b)) is displayed. The panel allows the website editor to re-
structure the website menu by using drag & drop on the items. Additionally
with a single-click the editor may hide a page from the navigation menu or
take it offline.

While it is possible to edit the content of a page through the admin in-
terface we presented, it is usually more convenient to update it through the
front-end editor of Django-CMS. The front-end editor feature is automati-
cally enabled when visiting the website after having logged in the admin-
istrative interface. When it is enabled, a toolbar appears on the top of the
page (see Figure 2.13(c)) which enables the user to go into edit mode.

In edit mode, the user is allowed to edit existing or add new Content Plu-
gins. All content in Django-CMS has to be encapsulated in Content Plugins.
Obviously, the most commonly used plugin is the Text Plugin which is used
to edit and then display html formatted text. However more specialized plu-
gins exist for interfacing with specific data sources (e.g. Twitter). In figure
Figure 2.13(c) we have highlighted the buttons used to go into edit mode,
to add new Content Plugins and to edit an existing one.

The editor used for editing the page text can be seen in Figure ??. As
one can observe, it offers most of the formatting options that can be found
in a full-blown word processor. Still, it encourages semantic-based html
formatting. I.e. the contents are marked according to their semantics on
the page and their final appearance is determined by the CSS[2] stylesheet
used.

From its day-to-day use, we have found the website update mechanism
very convenient and easy to use. Currently, the content of the website is
updated by FORTH. If the need arises, it would be straightforward for other
partners to contribute with only minimal training (if any at all).
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Nauslanmant Cantar It rnncicte f couan Inefititac: tha Inctitita nf Camnitar Qrianea (ICQ) ie Ana nf tham

(c) Front-end page editor. The highlighted buttons are used respectively
to turn on the edit mode, add a new plugin and edit an existing plugin.
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(d) Editing contents of a Text Plugin through the graphical editor.

Figure 2.13: Updating the Greek Cybercrime Center website.
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Tools and methods

In this chapter we will describe the tools and methods we used to design
and implement the GCC website. Additionally, we will give an overview of
the hardware and network infrastructure we use to run the site.

3.1 Website Design

3.1.1 Grid based design

We wanted the GCC website to have a visual layout
which is clean-cut while at the same time is easy to
change in order to accommodate future needs. For
this, we chose to have it designed and built using
Twitter Bootstrap [12]. Twitter Bootstrap is a CSS[2]
framework that allows the rapid prototyping of grid-
based website designs while working equally well when integrated into a
production system.

In grid based designs, the visual blocks that comprise the website (e.g.,
menus, text boxes, information boxes, ads etc) are not placed on arbitrary
positions. Instead they are laid out on predefined rigid positions on a grid.
This may sound restrictive but in practice the resulting design is much more
efficient in communicating its contents to the visitor. This is because placing
the visual blocks of the website on a grid results in clear visual paths and
visual structure and balance on the design. Additionally, a grid based design
also ensures consistency between the website pages and are much easier to
update in order to accommodate any additional content.

Currently, Bootstrap it is the most popular project in GitHub[10]. It
contains a set of stylesheets that provide basic style definitions for all key
HTML components, as well as plenty of well designed visual elements (but-

Y Bootstrap
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tons etc.) to use in the website. More important, it makes very easy to
position new elements on the website grid.

3.1.2 Browser Compatibility and Web Standards Compliance

The GCC website pages have been tested to
comply with the HTML5 standard [18], using HTML CSS
the W3C Markup Validator[14].

The situation is more complicated with re-
gards to CSS compliance. We have chosen to
use CSS3[16] for the GCC website because it
greatly simplifies the implementation of aes-
thetic elements such as rounded element cor-
ners, element shadows etc. Without CSS3, these elements have to be ren-
dered as bitmap images and then included in the page, which degrades the
semantic integrity of the produced HTML output.

However, the CSS3 standard is currently a work in progress. So, while
we have taken every care for our CSS code, it has been proved impossible to
have CSS3 code that both validates on the W3C CSS Validator[13] and works
on all popular browsers. This made us take a more pragmatic approach and
instead strive to have our pages render correctly with the latest versions of
all popular web browsers.

3.2 Website hosting

3.2.1 Software stack

For serving the GCC website we use a LAMP software stack:

e Linux 2.6 [11] as the operating system
* Apache 2.2 [1] as the web server
* MySQL 5.0 [6] as the database backend

e Python 2.5 [7] for dynamically compiling the web pages

The later components of the stack have been distributed between two
servers. The first server is dedicated to running the MySQL server, while the
second runs the Apache web server and generates the dynamic pages using
the python-based Django [9] web framework.

Django itself is a generic web framework that provides an Object-Relational-
Mapper (ORM) that allows accessing objects stored in a relational database
(in our case MySQL) as Python objects. For serving and managing our
pages we use Django-cms [3] a Content Management System built on top
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LA P/)

Linux Apache PHP Perl Python

djan90 django

Figure 3.1: The GCC website software stack

of django. An overview of the basic Django-cms features has already been
provided in Section 2.5.

The benefit of the Django/Django-cms combo is that they provide a clear,
well documented Application Programming Interface. They are much more
compact than other solutions which makes tweaking and extending them
much easier. This could prove useful in case we need to extend the func-
tionality of the GCC website beyond the basics. An additional benefit of this
combo is the existing expertise of the consortium (specifically FORTH) on
building and maintaining Django-cms sites.

Finally, we should mention that all the software components are regu-
larly updated in order to be immune to known (and patched) security vul-
nerabilities.

3.2.2 Hardware and hosting

The GCC website is hosted by FORTH on their premises in Heraklion. The
hosting server features two Intel Xeon dual-core CPUs running at 2.66GHz
and a total memory of 4GB. It is connected to the Internet through FORTH’s
Gigabit connection to the GRNET! backbone. The server has two high-
performance SAS disks (10k RPM) arranged as RAID-1 for fault-tolerance.

The server is protected by both software and hardware firewalls in order
to minimize the risk from cyber-threats. As an additional security measure,
the database server used by the GCC website is located on a separate host
with even more restricted access rules. Both hosts are internally and ex-
ternally monitored. Finally, remote backups through the rsync utility are
performed for both on a daily basis.

It is also important that the hosts reside in a protected physical envi-
ronment. They are located in one of FORTH’s data-centres. For ensuring
optimal operating environment, it is fitted with industrial-strength air con-
ditioning with more than 240.000BTUs efficiency. In power emergencies, it

!GRNET is the Greek NREN.
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is supported by a UPS power supply and an external power generator which
is engaged automatically on power failure. Additionally, the date-centre
features an automatic carbon dioxide fire-extinguishing system.
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4.1 Possible additions and enhancements

In this section, we will briefly outline additional functionality that could be
added to the website in the future. In its current form, the GCC website
is fully capable of providing all of the functionality envisioned for it in the
project description.

However, the consortium will continue investigating future opportuni-
ties that would enhance the GCC website and help disseminate further project’s
goals. A few of the possible additions in content and enhancements in func-
tionality are described in the following paragraphs.

* Publications section: The Publications section will be used to make
available to the public the research papers published by the Greek Cy-
bercrime Center. As the list of published documents will expand both
in length (i.e. more conference papers) and in diversity (i.e. inclusion
of deliverables) it is expected that more content will soon be added to
this section.

* Blog-like News page: We have previously discussed in section (Fig-
ure 2.5 the limitations of using Twitter to post the news of the project
online. For this reason, we plan to add a new blog-like news page to
replace the existing Twitter-based one.

Content will be ordered descending by creation date. In addition,
news will be indexed by date or by tag. Tags are keywords that are
used to label and categorize the news posts. The visitor will be able to
click on a tag and see all news that share that tag.

* Photo gallery: GCC, as a Center of Excellence project, is expected to
organise several talks, seminars and other events through its course.
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Merely listing these activities could leave the visitors of the GCC web-
site rather unimpressed. An excellent way to communicate the “pulse”
of these events to the website visitors would be to include a photo
gallery of the “action” from each event.

Today, there are numerous option for adding this functionality to a
website. Fortunately, there is This would be in contrast with the fervor
that the consortium works to make these events happen. Fortunately,
Lightbox[5] one of the most popular web photo gallery solutions al-
ready has support for integration with django-cms.

4.2 Conclusions

In this document, we discussed the GCC website. We provided a description
of its section and content and outlined the social networking features we
have integrated. Moreover, we showed the process of updating the website
through a user-friendly front-end editor.

Additionally, we provided an overview of the components and method-
ology we used to build the website. We also detailed its software and hard-
ware hosting environment.

Closing, we should cite that at the time of writing of this document
the GCC website was already capable to provide the functionality require-
ments that had been laid out in the project’s description. However, in ad-
dition to the existing commitment to keeping the GCC website running and
up to date, the Greek Cybercrime Center consortium will continue looking
through the whole remaining course of the project for features that could be
integrated to it in order to provide an enhanced experience to the visitors.
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